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CYBER EXTORTION COVERAGE SECTION 

 
Specialty Risk Protector® 

 

CyberEdgeSM Cyber Extortion Insurance  
(“CYBER EXTORTION COVERAGE SECTION”) 

 

THIS IS AN OCCURRENCE COVERAGE SECTION AND A FIRST PARTY COVERAGE SECTION 

 

Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions 

are incorporated by reference into, made a part of and are expressly applicable to this Cyber Extortion 

Coverage Section, unless otherwise explicitly stated to the contrary in either the General Terms and 

Conditions or in this Cyber Extortion Coverage Section. 

 

1. INSURING AGREEMENTS 

 

With respect to the CYBER EXTORTION INSURING AGREEMENT of this Clause 1., solely with 

respect to a Security Threat or Privacy Threat first occurring during the Policy Period and reported to 

the Insurer pursuant to the terms of this policy, this Cyber Extortion Coverage Section affords the 

following coverage:  

 

CYBER EXTORTION INSURING AGREEMENT 

 

The Insurer shall pay all Loss in excess of the applicable Retention that an Insured incurs solely as a 

result of a Security Threat or Privacy Threat. 

 

2. DEFINITIONS 

 

(a) “Bodily Injury” means physical injury, sickness or disease and, if arising out of the foregoing, 

mental anguish, mental injury, shock, humiliation or death at any time. 

 

(b) “Computer System” means any computer hardware, software or any components thereof that are 

under the ownership, operation or control of, or that are leased by, a Company and are linked 

together through a network of two or more devices accessible through the Internet, internal 

network or connected with data storage or other peripheral devices. 

 

(c) “Confidential Information” means any of the following in an Organization’s care, custody or 

control or for which an Organization is legally responsible: 

(1) information from which an individual may be uniquely and reliably identified or contacted, 

including, without limitation, an individual’s name, address, telephone number, social security 

number, account relationships, account numbers, account balances, account histories and 

passwords;  

(2) information concerning an individual that would be considered “nonpublic personal 

information” within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 

106-102, 113 Stat. 1338) (as amended) and its implementing regulations, or protected 

personal information under any similar federal, state, local or foreign law;  

(3) information concerning an individual that would be considered “protected health information” 
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or “electronic protected health information” within the Health Insurance Portability and 

Accountability Act of 1996 (as amended) (HIPAA) or the Health Information Technology for 

Economic and Clinical Health Act (HITECH Act), and their implementing regulations, or 

protected health-related information under any similar federal, state, local or foreign law; 

(4) information used for authenticating customers for normal business transactions; or 

(5) any third party’s trade secrets, data, designs, interpretations, forecasts, formulas, methods, 

practices, processes, records, reports or other item of information that is not available to the 

general public. 

 

(d) “First Party Event” means any Security Threat or Privacy Threat. 

 

(e) “Insured” means a Company. 

 

(f) “Loss” means:  

 

(1) monies paid by an Insured with the Insurer’s prior written consent to terminate or end a 

Security Threat or Privacy Threat that would otherwise result in harm to an Insured; and 

(2) the costs to conduct an investigation to determine the cause of a Security Threat or Privacy 

Threat. 

 

(g) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 

thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 

soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, 

materials to be recycled, reconditioned or reclaimed and nuclear materials. 

 

(h) “Privacy Threat” means any threat or connected series of threats to unlawfully use or publicly 

disclose Confidential Information misappropriated from an Insured for the purpose of demanding 

money, securities or other tangible or intangible property of value from an Insured. 

 

(i) “Property Damage” means damage to, loss of use of or destruction of any tangible property.  For 

purposes of this definition, “tangible property” shall not include electronic data.  

 

(j) “Security Threat” means any threat or connected series of threats to commit an intentional attack 

against a Computer System for the purpose of demanding money, securities or other tangible or 

intangible property of value from an Insured. 

 

3. EXCLUSIONS 

 

 The Insurer shall not be liable to make any payment for Loss: 

 

(a) arising out of, based upon or attributable to any dishonest, fraudulent, criminal or malicious act, 

error or omission, or any intentional or knowing violation of the law, if committed by any: 

 

(1) past or present director, officer, trustee, general or managing partner or principal (or the 

equivalent positions) of a Company, whether acting alone or in collusion with other persons; 

or 

(2) past or present employee (other than those referenced in Sub-paragraph (1) above) or 

independent contractor employed by a Company if any of those referenced in Sub-paragraph 
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(1) above participated in, approved of, or knew or had reason to know prior to the act of, or 

acquiesced to the dishonest, fraudulent, malicious, or criminal act committed by such 

employee or independent contractor that caused a direct loss to an Insured or any other 

person. 

 

(b) arising out of, based upon or attributable to any misappropriation of an Insured’s trade secret or 

infringement of patent, copyright, trademark, trade dress or any other intellectual property right.  

 

(c) arising out of, based upon or attributable to any (1) presence of Pollutants; (2) the actual or 

threatened discharge, dispersal, release or escape of Pollutants; or (3) direction or request to test 

for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 

respond to or assess the effects of Pollutants. 

 

(d) for any Bodily Injury or Property Damage. 

 

(e) arising out of, based upon or attributable to any war, invasion, military action (whether war is 

declared or not), civil war, mutiny, popular or military uprising, insurrection, rebellion, revolution, 

military or usurped power, or any action taken to hinder or defend against any of these events. 

 

(f) arising out of, based upon or attributable to any Security Threat or Privacy Threat made by any 
government entity or public authority.  

 

(g) arising out of, based upon or attributable to any Security Threat or Privacy Threat or Related Act 

thereto which has been reported, or in any circumstances of which notice has been given, under 

any policy of which this Cyber Extortion Coverage Section is a renewal or replacement or which it 

may succeed in time. 
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